1/11 



<: CD o 

) CVJ ) CVJ ) CM 




2/11 





3/11 



FIG. 3 




(PAYMENT) 



ISSUER 



FILE REGISTRY 
7~| INFORMATION 
CREATING UNIT 



ACCESS KEY 
8H SYNTHESIZING 
UNIT 



FIG. 4 



FILE REGISTRY 
INFORMATION 



ACCESS KEY 



NEW CONTRACT FEE 



FILE KEY INFORMATION, 
FILE NAME 



4A,4B 

J 



BUSINESS 
ORGANIZATON 



4/11 



FIG. 5 



1 FILE REGISTRY INFORMATION 


! FILE NAME 


FILE SIZE 


FILE KEY 




CHECK CODE 




1 > 


k > 








^ ENCRYPTION 




ENCRYPTION ^ 



7A 



ISSUER KEY 



70 



FIG. 6 



FILE KEY 



ISSUER KEY 



ENCRYPTION 



8 A 



ACCESS KEY 



8 



• # 

5X11 



FIG. 7 



ISSUER 



ISSUER KEY CHANGE 
INFORMATION CREATING 
UNIT 



ACCESS KEY 
SYNTHESIZING UNIT 

r~ 

8 



ISSUER 

KEY CHANGE 

INFORMATION 



NEW ACCESS KEY 



CONTRACT 
RENEWAL FEE 



4A, 4B 

J 



BUSINESS 
ORGANIZATION 



FIG. 8 



NEW ISSUER KEY 



9A 



V ENCRYPTION 



OLD ISSUER KEY 



CONSTANT 
(ALL, OOh, ETC.) 



ENCRYPTION 



ENCRYPTION 



'9B 
-90 



KEY CHANGE 
INFORMATION 



K1 



K2- 



ISSUER KEY CHANGE 
INFORMATION 



KEY CHANGE 
INFORMATION 



6/11 



CO — —H 



CD 



CO 



o 












CO 




COLU 




COX 




LUJ- 




o>- 




<CCO =5 



Q 
< 




< 

CO- 



CO *c 

COM ^ 



coO 
=>cc 

CD O 



CD 



7 



Sen 



LU 

CO 
CO 
LU 
O 

o 



>■ 

o 



CO 
CO 



>- 
CC 

o 



o 



J" 



CM 



8/11 



FIG. 11 



C START ) SP1 



RECEIVE FILE 
REGISTRY INFORMATION 



SP6 



SP2 




REGISTER FILE IN 
ACCORDANCE WITH 
FILE REGISTRY 
INFORMATION 



TRANSMIT ERROR 
RESPONSE 



TRANSMIT SUCCESS RESPONSE 



SP7 



( END ) SP5 



4A, 4B 

_J 

BUSINESS 
ORGANIZATION 



TERMINAL 



T 
12 



FIG. 12 



FILE REGISTRY 
INFORMATION 



ACCESS WITH 
ACCESS KEY 



USER 



IC CARD 



BUSINESS 

ORGANIZATION 

FILE 



9X11 



FIG. 13 



4A,4B 
I 

BUSINESS 
ORGANIZATION 



KEY CHANGE 




INFORMATION 


K1 


KEY CHANGE 




INFORMATION 


K2 



7 



ISSUER KEY CHANGE 
INFORMATION 



TRANSMISSION 
PATH 



L 

IC CARD 



16 



ISSUER KEY 
CHANGING UNIT 



FIG. 14 



KEY CHANGE 
INFORMATION 



6A- 



K1 



K2 



DECRYPTION 



OLD ISSUER 
KEY 



NEW ISSUER 
KEY 



KEY CHANGE 
INFORMATION 



DECRYPTION 



DECRYPTION 



■16B 



-16C 



DETERMINATION 



-16D 



16 



10/ 11 



FIG. 15 



4A. 4B 

_J 



BUSINESS 
ORGANIZATION 



TERMINAL 



T 

12 



ISSUER KEY 

CHANGE INFORMATION 



ACCESS WITH 
NEW ACCESS KEY 



USER 



IC CARD 1.6 



ISSUER KEY 

CHANGING 

UNIT 



FIG. 16 



ISSUER KEY A 



ISSUER KEY B 



ENCRYPTION 



BUSINESS 

ORGANIZATION 

KEY 



ENCRYPTION 



28B 



I ACCESS KEY A 



28C 

JL. 



ENCRYPTION 



ACCESS KEY B 



FILE 
KEY 



as 



11 / 11 



FIG. 17 



PROCESSING ON 
TERMINAL SIDE 



GENERATE RANDOM 
NUMBER R1 



ACCESS 
KEY A 



ENCRYPTION 



31 A 



I 



ACCESS 
KEY B 



31 B 

\ 



DECRYPTION 



T 

R1 



DETERMINATION 



310 



ACCESS 
KEY B 



31D 

S 



DECRYPTION 



ACCESS 
KEY A 



ENCRYPTION 

"1 1 

31 E 



TRANS- 
MISSION 
PATH 



PROCESSING ON 
CARD SIDE 



32A 

_L_ 



DECRYPTION 



ACCESS 
KEY A 



ENCRYPTION 



32B 



ACCESS 
KEY B 



GENERATE RANDOM t~32C 
NUMBER R2 



ENCRYPTION 



J 



32D 



ACCESS 
KEY B 



32E 



DECRYPTION 



ACCESS 
KEY A 



DETERMINATION 

\ 

32 F 



"T 
R2 



